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Chinese state-attacks mostly target the US and Asian countries, but Europe is also affected 5

Number of campaigns targeted at each country attributed to China-based hackers with suspected or confirmed state affiliation
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On average, Chinese
hacking groups are
active for 3 years and
target around

4 countries.

One prolific group,
APT41 (or Winnti
Umbrella) has been
active for 13 years.
APT41 activities
were identified in 14
countries, including
Germany and the US.
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240 attacks have been
attributed to China
(Russia: 158, Iran: 103,
North Korea: 74).

Attacks can span many
years and be directed
against multiple
targets. For instance,
the 2021 Microsoft
Exchange hack
attributed to Hafnium
is estimated to have
affected 250,000
targets.

China's Ministry
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sponsored hacking
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China is the country
with the largest
footprint in state-
sponsored hacking.

/

/%E

78 % of all Chinese
hacking attacks are
aimed at data theft.
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KEY FINDINGS

m Chinese hacking poses a risk to Europe’s long-term prosperity. It is becoming more
sophisticated and follows strategic goals of China’s government.

m China is a major source of cyberattacks against Europe. While not all Chinese threat
actors have clear ties to China’s government, there is considerable evidence of links to it
for many of them, suggesting some degree of state affiliation and sponsorship.

m China rearranged its hacking capabilities to make attribution more difficult and to
increase the combat-readiness of the People’s Liberation Army. Institutional chang-
es have created a more flexible and sophisticated state-affiliated hacking scene.

= Chinese threat actors typically attack for long-term access. As opposed to the disrup-
tive ones carried out by Russian actors or the moneymaking ones carried out by North
Korean actors, Chinese attacks are more strategic.

m Chinese threat actors focus on a smaller number of high-value targets and reuse
the same exploits for different target types. It is more difficult to spot them as they use
edge devices like routers and techniques designed to avoid detection.

m China has not engaged in disruptive attacks, but it is building up capabilities that
it could later use for disruption. Its use of cyber ranges so far and its targeting of criti-
cal infrastructure for long-term access suggests that China is setting up for future disrup-
tive activity, posing a risk for Europe.
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1. INTRODUCTION
1.1 China’s cyberattacks are increasing and becoming more sophisticated

With more economic activity moving online, cyberattacks are gaining relevance. Globally,
the European Commission estimates cyberattacks to cost EUR 5.5 trillion.! Cyberattacks are
estimated to have cost German companies EUR 223 billion, or 6 percent of Germany’s GDP,
in 2021.2 That same year, 86 percent of German companies suffered a cyberattack that led
to some damage, according to one survey.?

As many cyberattacks are not publicized, how many originate in a particular country is
hard to establish. Public information about Chinese cyber activities has become difficult
to come by. Until about 2015, there were increasing media reports about Chinese cyber-
attacks. Since then, China has worked to keep its capabilities hidden, but there is ample
evidence that it is a significant and growing source of cyberattacks. In addition, while most
cyberattacks are carried out by criminal actors that only want to make money, China’s ones
are more strategic and pose a risk to Europe’s long-term prosperity.

While the involvement of China’s government cannot be proven in all instances, some in-
volvement is likely given its continuous quest to control the country’s cyberspace and cyber
actors. Many of the Chinese threat actors have been shown to have direct ties to the People’s
Liberation Army, the Ministry of State Security, or to a lesser extent the Ministry of Public
Security. There is also solid evidence that the government financially supports the threat
actors carrying out the attacks described here.

According to the European Repository of Cyber Incidents (EuRepoC), China was the country
responsible for the largest number of cyberattacks worldwide between 2005 and 2023 with
240, followed by Russia with 158. China-originating hackers were responsible for attacks
on 1,120 out of a total of 6,335 victims while Russia was responsible for 605.

German companies are seeing increased attacks from China. In 2021, 30 percent of them German

said they had been attacked from China; in 2022, the figure was 43 percent.> For example, companies are

in 2019, the Chinese hacking group Winnti was found to have attacked major German cor- seeing increased
porations for years. It had started out targeting the gaming industry to make money and attacks from
moved on to technology and pharmaceutical companies, and then in 2022 it started at- China

tacking government institutions and embassies.® It was so omnipresent in German compa-

nies that one cybersecurity expert joked that “[a]Jny DAX [Germany’s most important stock

market index] corporation that hasn’t been attacked by Winnti must have done something

wrong.””

Chinese hacking activities have not only increased; they have also become more sophis-
ticated. In the United States, indictments by the Department of Justice, statements by the
Federal Bureau of Investigation, and reports by cybersecurity firms show this. Chinese
hacking was originally focused on high-volume phishing campaigns® but it has become
increasingly focused on long-term and targeted attacks.®

In Europe, governments and, especially, intelligence services have slowly acknowledged
this problem. The 2021 report of Germany’s domestic intelligence agency, the Verfassungs-
schutz, stated: “In Germany, politics and bureaucracy, economy, science and technology,
as well as the military are the main goals of Chinese espionage. To realize its ambitious
industrial policy, China uses espionage in business and science.”?°
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In 2021, NATO, the EU, Australia, and New Zealand publicly attributed the hacking of the
Microsoft Exchange Server to China’s Ministry of State Security.!* The group Microsoft iden-
tified as the attacker, Hafnium, targeted several industries to exfiltrate information and,
after gaining access, installed additional malware to facilitate long-term access.!?

Data sources and methods

The attribution of cyberattacks to a specific state or non-state actor is a major chal-
lenge. While IPv6, the latest version of the Internet Protocol (IP), usually allows for
source identification, threat actors routinely route attacks via different locations,
and often only the last “hop” (the location immediately before the target) can be
identified.

This was the case, for example, when China-originating hackers attacked Taiwan’s
Ministry of Foreign Affairs in August 2022. While the majority of source IP addresses
involved were Chinese, some were Russian. Attackers also often use compromised
hosts. Even when it is possible to trace the IP addresses to the ultimate sources, this
is not proof of involvement of governments, which do not tend to have complete
control over their cyberspace.

The basis for attribution could be a shared operating procedure (often called TTP,
for tactics, techniques and procedures), email addresses, shared vulnerabilities, and
exploits (that is, attacks that have only been used by one threat actor). Additional
factors can help attribution to a specific country, such as IP addresses located in
government buildings and used during working hours.

A match between an attack and a government’s known goals is the weakest basis for
attribution, and using it risks skewing data. This study therefore looks only at those
hacks and APTs that have been linked to China’s government by multiple indepen-
dent sources that weigh several characteristics, such as the vulnerability that was
exploited, the time of the attack and the scale of the involved network and compare
this “fingerprint” with the profile of known APTs.

Because attribution is difficult, the research for this report analyzed EuRepoC - a
collection of data from an independent European research consortium on cyber
conflict — to place China’s involvement in hacking in global context. For individual
cases, the research relies on reports by independent cybersecurity firms like Man-
diant. Included in this analysis are only those hacks that were either attributed by
multiple cybersecurity firms or by a democratic government with information on
why this attack was attributed to a state actor. The research also included the threat
actor cards produced by Thailand’s Electronic Transactions Development Agency
and Fraunhofer FKIE’s Malpedia of threat actors. The data gathered is likely to un-
dercount attacks originating from democracies, including the United States.

MERICS Report | November 2023 | 5



1.2 Chinese hacking serves strategic goals like technological innovation

With President Xi Jinping’s expansion of the definition of national security to include eco-
nomic and technological security, hacking by Chinese state-affiliated actors now serves
national strategic goals. This includes technological innovation, gaining information for
mergers and acquisitions, targeting dissidents, and traditional espionage against foreign
governments. In 2014, China’s ambassador to the United States said, when explaining why
cyber activity against commercial secrets is the same as national security espionage: “How
can you distinguish from activities that will hurt national security without hurting the na-
tion’s commercial interests?”*3

Europe’s prosperity relies in no small part on its technology and innovation strength. Tech-
nological innovation is also increasingly driving geopolitical, economic, and military com-
petition. Meanwhile, China, labeled a systemic rival by the EU, is in a race for technology
supremacy with the West.'*

In 2020, Xi described science and technology as the main battlefield of the economy.* In
the new system of “holistic innovation” and “all-of-state system,” he said, everyone is sup-
posed to come together to serve China’s innovation needs.

China has used legal and illegal ways to induce knowledge and technology transfer.® Its
toolbox includes requiring technology transfer for market access, joint venture require-
ments for investment in China, and weak protection of intellectual property.'” Chinese firms
have tried to poach talent, notably in the semiconductor industry.

For instance, Semiconductor Manufacturing International Corporation has recruited engi-
neers from Taiwan Semiconductor Manufacturing Company on a large scale, at least dou-
bling their salary.'® On the illegal side there is economic espionage. This year, a chip exec-
utive went on trial in South Korea for stealing Samsung secrets that would be used to build
a factory in China.? The Dutch semiconductor company, ASML has alleged a that IP theft
by a former employee was a “plot to get technology for the Chinese government” and has
won this lawsuit.?° Huntsman Corp, a US chemicals maker, argues that its trade secret were
stolen in the course of a government-mandated regulatory approval process.?!

Hacking is a major illegal way through which China gains access to critical technology.
Germany’s Verfassungsschutz has stated that “especially German high-tech companies and
world market leaders are in sight of most likely Chinese espionage.”?? According to it, these
espionage activities are guided by national and global initiatives of China’s government.

These government initiatives set out very specific strategic goals in technology. For exam-
ple, the Made in China 2025 program aims to make the country a producer of high-tech
goods, to increase the share of indigenous fundamental technology, and to increase infor-
matization in the economy.? Since its inception in 2016, and thus throughout the trade
and technology war with the United States, China’s focus on indigenous innovation and
science and technology has increased.

Western cybersecurity firms and government agencies agree that China’s targeting of indus-
tries for hacking has aligned with the strategic priorities in its Five-Year Plans.

In 2005, the US intelligence community expressed worry about Chinese spies “poking into
all sorts of American technology to compete with the U.S.”? One example was the 2005
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Titan Rain campaign that targeted technology restricted from export to China from the Unit-
ed Kingdom and the United States, in addition to targeting defense contractors and the
US Department of Defense.?” Titan Rain also revealed the state-private nexus in China’s
technology system. In 2011, it was reported that “many US firms whose business revolves
around intellectual property complain that their systems are now under constant attack.”2¢

In 2014, Federal Bureau of Investigation Director James Comey said: “For too long, the Chi-
nese government has blatantly sought to use cyber-espionage to obtain economic advan-
tage for its state-owned industries.”?” In 2021, the US government alleged that one hacking
campaign originating in Hainan targeted many key technology companies in the West.?®
This was reported by Mandiant, a cybersecurity company that identified the first large-scale
Chinese state-affiliated advanced persistent threat (APT) actor — Unit 61398 of the PLA
(also called APT1) - as responsible. The industries targeted were aligned with strategic
priorities listed in China’s Five-Year Plan.?

Europe has also increasingly become worried about Chinese economic espionage through
hacking. Germany’s first China strategy, adopted in July 2023, states that “Espionage activ-
ities targeting Germany continue to increase, particularly in cyberspace.”?® In the Nether-
lands, the intelligence agencies have warned about Chinese cyberattacks, stating that “the
crown jewels of the Dutch economy are in danger.”3! In its latest annual report, the General
Intelligence and Security Service called China “the biggest threat to the Netherlands’ eco-
nomic security,” and its director-general said that “the Chinese use cyber as a weapon,
cyber as a way to commit espionage.”3?

1.3 China rearranges its hacking capabilities to make attribution more difficult

China rearranged its hacking capabilities to make attribution more difficult. States have
long relied on proxies for cyberattacks to benefit from their expertise and to make attribu-
tion more difficult.?® Autocracies tend to use proxies more but these are often quite firmly
entrenched in their state bureaucracy and only have limited autonomy, as is the case with
China, making their designation as proxy contested.?*

Chinese cyber espionage started in the People’s Liberation Army (PLA), whose units often Evaluating

conduct economic in addition to political and military espionage. In 2009, for instance, a the 2015 US-

State Department cable claimed that a series of attacks could be traced back to the PLA’s China no-spy

Third Department, which oversaw China’s electronic eavesdropping at the time.3” agreement is
difficult

Public naming-and-shaming and US indictments of Chinese hackers became frequent, es-

pecially between 2009 and 2015. Due to most hackers being based in the PLA directly,

China’s government could not plausibly deny its direct involvement.

In 2015, Xi and President Barack Obama signed an agreement that China and the United
States would not engage in commercial cyber espionage.? This was followed by short-term
decrease in Chinese hacking, although it is unclear how much of this was due to China
honoring the agreement and how much to a change in its approach.

A reshuffle in China’s military in 2015 — when the Strategic Support Force (8% Z1EEB
BA) was formed to centralize all PLA space, cyber, electronic, and psychological warfare
capabilities®” — made evaluating the effectiveness of the agreement difficult. There has been
a considerable increase in the volume and sophistication of Chinese hacking since 2016.
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Exhibit 1

o

Chinese hacking groups are active for years and across industries
Top 20 Chinese hacking groups, their suspected affiliation and targets

HACKING ATTRIBUTION BASIS SUSPECTED ACTIVE TARGET FOCUS ALTERNATIVE NAMES
GROUP AFFILIATION | TIME
1937CN Attacker confirms Hacktivist 2016-2016 | Critical infrastructure, cybercrime | None
APT10 IT-security community attri- MSS Proxy 2012-2022 | Corporate targets, critical infra- | Stone Panda/ MenuPass Team/ Cloud Hopper/ Red Apollo/
butes attacker structure, cybercrime Cicada/ POTASSIUM/ BRONZE RIVERSIDE/ CVNX/
HOGFISH/ G0045 (MSS, Tianjin State Security Bureau)
APT31 IT-security community attributes | MSS Proxy 2015-2018 | Political targets, cybercrime ZIRCONIUM/ BRONZE VINEWOOD/ G0128
attacker/ Attribution by receiver
government / state entity
APT40 IT-security community attri- MSS Proxy 2014-2019 | Political targets, corporate Leviathan/ TEMP.Periscope/ TEMP.Jumper/ GADOLINIUM/
butes attacker targets, critical infrastructure, BRONZE MOHAWK/ MUDCARP/ KRYPTONITE PANDA/
social groups, science, cyber- TA423/ GO065 (MSS, Hainan State Security
crime Department/ Hainan Xiandun Technology Company)
APT41 IT-security community attri- MSS Proxy 2011- Political targets, corporate BARIUM/ Wicked Panda/ GO096 (Chengdu 404 Net-
butes attacker 2023+ targets, critical infrastructure, work Technology) Winnti Umbrella/ GO044
science, cybercrime
Axiom Attribution by third-party/ MSS Proxy 2009-2018 | Political targets, corporate tar- APT17/ Tailgater Team/ Group 72/ Dogfish/ G0O001
IT-security community attri- gets, social groups, cybercrime (MSS, Jinan Bureau) Winnti Umbrella/ GO044
butes attacker
Emissary IT-security community attri- MSS Proxy 201-2018 Political targets, corporate tar- APT27/ Lucky Mouse/ BRONZE UNION/ TEMP.Hippo/
Panda butes attacker/ Media-based gets, critical infrastructure, social | Group 35/ TG-3390/ Iron Tiger/ ZipToken/ G0O027
attribution groups, science, cybercrime
Honker Union | Attacker confirms Hacktivist 2001-2012 | Political targets, cybercrime None
Ke3chang IT-security community attri- MSS Proxy 2011-2022 | Political targets, corporate Vixen Panda/ APT 15
butes attacker targets, critical infrastructure,
cybercrime

MERICS Report | November 2023 | 8



HACKING

GROUP

ATTRIBUTION BASIS

SUSPECTED
AFFILIATION

ACTIVE
TIME

TARGET FOCUS

ALTERNATIVE NAMES

Lotus Blos- IT-security community Unknown 2017-2017 | Political targets, corporate Spring Dragon/ ST Group/ DRAGONFISH/ GO030
som attributes attacker targets, critical infrastructure,
science, cybercrime

MSS Attribution by receiver MSS 2009-2018 | Critical infrastructure,
government / state entity cybercrime

MSS support- | Attribution by receiver govern- | MSS 2014-2019 | Corporate targets, critical infra-

ed Hackers ment / state entity structure, science, cybercrime

Mofang IT-security community Unknown 2012-2015 | Political targets, corporate tar-
attributes attacker gets, cybercrime

Mustang IT-security community MSS Proxy 2021-2022 | Political targets, cybercrime RedEcho/ Bronze President/ Earth Preta

Panda attributes attacker

PLA Attribution by receiver govern- | PLA 2015-2018 | Political targets, corporate
ment / state entity / [T-security targets, critical infrastructure,
community attributes attacker cybercrime

Putter Panda | IT-security community PLA Unit 2007-2012 | Political targets, critical infra-
ttributes attacker 61486 structure, science, cybercrime

RedAlpha IT-security community Unknown 2017-2018 | Political targets, corporate targets,
attributes attacker social groups, cybercrime

RedEcho IT-security community MSS Proxy 2020-2021 | Critical infrastructure,
attributes attacker cybercrime

TA413 IT-security community Unknown 2021-2022 | Social groups, cybercrime
attributes attacker

Thrip IT-security community Unknown 2013-2018 | Critical infrastructure,

attributes attacker

cybercrime

Source; MERICS

© MERICS
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Even before this, some of China’s cyber hacking reportedly had moved to the private sector
and a vast “elite satellite network of contractors at front companies and universities that
work at the direction of China’s Ministry of State Security.”3® Since 2015, this “freelance
cyber army” has been guided by the Ministry of State Security, which is officially a full-spec-
trum intelligence agency, while the PLA has shifted to combat-oriented activities.

2. HACKERS SERVE THE PARTY STATE IN SEVERAL DOMAINS

An analysis of the EuRepoC data reveals that, between 2005 and 2021, more than 78 per-
cent of cyberattacks attributed to a Chinese threat actor were for data theft (for comparison,
the figure for Russia was 60 percent).?® Half of these also included “hijacking with mis-
use” (taking control of a computer to be able to run commands or change something on its
disk), which often also ultimately serves for data stealing in Chinese attacks conducted by

Exhibit 2
China-origin attacks dominate, especially in data theft 5
Number of state-sponsored attacks by country of origin and type of attack
® Data theft Disruption Data theft & doxing
Hijacking with misuse = Hijacking without misuse B Ransomware
China |
189
" /-
Russia North Korea Germany
32 E
Il 10 L] |1
| B |1 0
- |
Iran / United States France
62 [ =] 1
- 11 | 1 0
i+ 0 0
Source: EuRepoC g
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state-affiliated actors. APT1’s attacks on US targets between 2006 and 2013 are one exam-
ple of hijacking that ultimately served to ensure that the PLA unit had continuous access to
“steal broad categories of intellectual properties.”*°

Often, Chinese threat actors try to stay undetected by only transferring small amounts of
data. They analyze the data on-site and only transfer what is relevant.*! For example, the
Winnti group attacks transferred only internal technology documentation, code-signing
certificates (that allow supply-chain attacks), and source code.*?

State institutions were the most important targets of attacks (with 32 percent). Critical in- State institutions

frastructure, corporate institutions, and science institutions were also very important ones, have been the

with the defense, energy, and telecommunications industries as well as military institu- most important

tions targeted more frequently. targets of Chinese
attacks

2.1 Chinese attacks target government departments and tech companies

Chinese threat actors have a diverse set of targets but these mirror and support the priorities
of China’s leadership, such as those outlined in the Five-Year Plan. They include dissidents,
patent holders, and corporate and state counterparts in international negotiations. Chinese
hackers have supported Chinese state-owned enterprises in trade negotiations by breaching
the networks of important US firms like U.S. Steel and SolarWorld.*® For example, RedAlpha
is best known for targeting Tibetans in exile but the infrastructure it uses (including servers
and IP ranges) has also been used for hacking foreign governments. In several cases, gov-
ernment institutions were targeted during periods of dialogue with China.

Some actors seem to focus on specific strategic sectors. APT40, for instance, targets re-
search projects at universities relating to naval capabilities, especially government-spon-
sored projects.** Others, like APT24, focus on traditional espionage and stealing docu-
ments with political significance.* Many collect information with political relevance as
well as IP-related information in key industries. In 2018, RedAlpha targeted Daimler AG
one day after the company cut its profit outlook as a result of growing tensions between
China and United States.“¢ All of this supports the argument that these activities originating
from China are state-affiliated.*’

Attacks for intelligence collection before imminent events, not only high-level visits but
also mergers and acquisitions talks, has been observed consistently. For example, a signif-
icant increase in Chinese scanning activity was observed in Alaska in 2018, just before a
trade delegation from the US state was due to travel to China.*® This pattern has also been
observed with the likes of Germany and Belt and Road Initiative countries.*

2.2 China's government is carrying out a campaign for cyber-espionage

The fact that many attacks originate in China is not necessarily evidence of government
action. Given that China has 25 percent of the global online population and hosts many on-
line servers with no or minimal protection, it is not surprising that many attacks originate
in the country or can be traced back there.>® However, based on EuRepoC data, the research
by international cybersecurity firms, and advisories from intelligence agencies, it is clear
that China’s government is carrying out a deliberate campaign to obtain intelligence using
hacks.
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Sustained campaigns like Titan Rain show how an attack vector or exploit travels through
China’s hacking scene and is shared between actors. If one of the actors involved is identi-
fied as a Chinese government one, this makes it likely that all the others are also state-af-
filiated, especially taken together with analysis of their TTP, their targets, and open-source
intelligence about specific hackers.>!

There is also evidence that Chinese hacking groups obtain information about targets from
government sources. The 2021 Vulnerability Disclosure Law requires that all companies,
including cybersecurity and hacking companies, operating in China need to report any
vulnerabilities to the authorities within two days. Two days is often not enough time for
companies to patch a vulnerability,*? and, according to Microsoft, the increased use of ze-
ro-days (previously unknown exploits) by China-based actors is likely connected to this
requirement.* This suggests some level of coordination between government defensive and
offensive forces.

Many Chinese threat actors have multiple roles. They conduct espionage of foreign govern-
ment actors and conduct economic espionage of foreign private-sector actors, especially in
areas of strategic importance for the state. Some also use the same tools and resources for
personal profit. This further muddies the water for attribution.

APT41, the most prolific threat actor identified with 16 attacks, has conducted state-spon-
sored espionage as well as “financially motivated activity potentially outside of state con-
trol.”>* Since the Chinese authorities have regularly cracked down on criminal hackers,
such activities suggest that the Ministry of State Security might not have as much control
over some hacking groups as it would like to have.>*

2.3 China's government tries to increase control over hackers

The risk associated with the existence of proxies and a freelance cyber army has become
apparent to China’s government. After Chinese hacktivists going by the name Honker or
Red Hacker(£I%) attacked the US embassy in Belgrade 1999 following the US bombing
of the Chinese embassy there, the government became more serious about reining in its
hackers.>® The government has made efforts to phase out criminal freelancers. In 2015,
the Operation Clean Internet included some internationally active threat actors among its
targets for arrest.*’

China’s government is trying to restrict hackers to national hacking competitions instead of Beijing wants
international ones. In 2017, the founder of China’s largest cybersecurity company, Qihoo a huge cyber

360, publicly criticized Chinese citizens travelling overseas for hackathons. In 2018, the workforce loyal to
organizers of Pwn20wn, an important international cybersecurity competition, announced the CCP

that Chinese citizens could no longer participate in the contest due to domestic Chinese

regulation.’® Chinese hacking teams still place fourth on CTFTime, the largest international

“Capture the Flag” platform internationally. Since 2018, the Tianfu Cup, a more real-world

contest than many Western ones, has been hosted in China by major Chinese cybersecurity

companies as well as Alibaba, Baidu, and Huawei.>®* Modified exploits showcased at this

event have been used by Chinese authorities to surveil the Uyghur population.®®

The government has also stepped up its efforts to educate a huge cyber workforce that is
also loyal to the Chinese Communist Party to shore up both cyber security and hacking
without posing threats to the Party.®! The National Cybersecurity Center in Wuhan, an insti-
tution with a large campus set up to train cybersecurity workers, to incubate cybersecurity
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companies, and to conduct research, is a good indication of the significance the party-state
gives to cybersecurity. Private-sector actors have also stepped up their education efforts,
as their cyber job adverts show. There is a lot of demand for competition and “Capture the
Flag” designers, and there has been a surge in domestic hacking competitions.

China’s government now has a firm grip on Chinese hackers, who often work for it through
a series of shell companies loosely affiliated with regional branches of the Ministry of State
Security (MSS) instead of being directly in the PLA hierarchy. Some of these hackers and
contractor companies also contribute to domestic repression and support the Ministry of
Public Security in obtaining evidence to use in interrogations, wiping devices, and censor-
ship.%? Staying on the party’s good side allows some of these hackers to conduct financially
motivated side activities, although regular crackdowns make this riskier.®?

3 CHINESE THREAT ACTORS ATTACK FOR LONG-TERM ACCESS

A broader range of institutions and hackers has become part of China’s hacking landscape
over the past decade, but their goals have been consistent. A key one is to value long-term
access to targets above short-term rewards, which applies for the PLA, the MSS, and their
proxies. This makes detection more difficult.

This fits well with the Strategic Support Force’s goal of “perpetual mobilization” and the
PLA’s concept of peacetime-wartime integration (J£4f—1#) since long-term access could be
used for destructive purposes in the event of a conflict.® It is also a sign of relatively stable
APT groups that manage to update their toolsets and check access: APT30, for instance,
has good version control, allowing it to keep a history of its programs, and it has used the
same tools for years. Every couple of weeks, it logs into each captured computer and up-
dates its tools to ensure the same version is running on each target.®

3.1 Chinese threat actors try to stay undetected

Chinese state-affiliated threat actors try to stay undetected, and a lot of their hacking is
designed to be invisible so as to secure long-term access to their targets. APT1, for instance,
has maintained access to networks for an average of 365 days, and it has been able to stay
in some networks for up to five years.®® Threat actors use different techniques to make de-
tection difficult, unlike in the case of, say, ransomware attacks, which end as soon as they
are detected.®”

Chinese attacks for long-term access could be used for disruptive attacks in the future. Chinese attacks
Some have been shown to leave behind disruption software; for instance, in the US power for long-term
grid.®® In the analysis of EuRepoC data, 28 percent of Chinese attacks targeted critical infra- access could
structure. The figure is 29 percent for Russia, which is known to conduct disruptive attacks be used for

on critical infrastructure. While Chinese threat actors have not moved to disruption to date, disruptions
China has set up cyber ranges to conduct disruption tests, and all indications point to it

building up capability to disrupt in the future.®

A 2023 attack on US critical infrastructure was attributed by Microsoft to the Chinese threat
actor VoltTyphoon, which the company said intended “to perform espionage and main-
tain access without being detected for as long as possible.””® VoltTyphoon tried to hide its
attack in typical administrator activity, known as “living off the land.” It also proxied its
network traffic through compromised devices owned by private users or small companies.
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This shows that this kind of living-off-the-land activity is very difficult to detect regardless
of how secure the target’s IT is as long as there are smaller companies and private user de-
vices that can be hijacked.

Network devices like routers are means to keep Chinese attacks invisible.”* For example,
Mandiant has identified in the case of one specific vulnerability of one router that there
were organizations in the US defense, government, telecommunications, high tech, edu-
cation, transportation, and financial sectors that were targeted.”? As long as there are such
insecure edge devices, including not only network devices but also local, small servers,
Chinese threat actors can continue to capture them for hacking.”

3.2 Chinese attacks are less visible than those of other authoritarian countries

Almost 50 percent of the attributed attacks in the EURepoC data were from four author-
itarian countries: China, Iran, North Korea, and Russia. The 2022 report of Germany’s
Verfassungsschutz identified China, Iran, Russia, and Turkey as the four main threat ac-
tors targeting the country.” Each of these countries has a sizable state-affiliated hacking
community and uses hacking for traditional government espionage, but they differ in their
other activities.

For example, while North Korean hackers engage in traditional espionage like stealing data
from the South Korean army, most of their hacks focus on short-term financial gain. Around
half of North Korea’s foreign-currency income is reportedly from cyberattacks.”> Hackers
employ ransomware, rob banks, and steal cryptocurrency from online exchanges. As In-
ternet access is extremely limited in the country, North Korean hackers usually have been
highly cultivated by the authorities.”®

By contrast, Russian hackers focus more on disruptive attacks. More than 30 percent of
attributed Russian state-affiliated attacks included some disruption, and many were spe-
cifically designed to disrupt, like the NotPetya attack on Ukraine’s infrastructure in 2017.
Russian and North Korean attacks are thus often more easily detected. Iranian hackers are
mostly active at the regional level and for political statements.

Chinese hackers have used cryptocurrency attacks, although their timing suggests that
they were moonlighting when doing so: the attacks were usually carried out after 6 pm,
while data-theft attacks were carried out during working hours. Chinese hackers do not use
ransomware much. When they do, it tends to be to disguise more targeted data theft. For
instance, the threat actor EmissaryPanda used known vulnerabilities to make an IP theft
attack look like a ransomware one, persisting in the system for months with only minimal
activity.”” In another operation, the targets were a pharmaceutical company, a law firm,
aerospace and defense firms, and electronic component designers and manufacturers, in
line with strategic priorities of China’s government.’®
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Exhibit 3

China is the most important source of cyber attacks in the world
Number of state-origin or state-affiliated cyber attacks by origin country, 2000-2023
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4 CHINESE HACKING ATTACKS ARE HERE TO STAY

China is an important source of cyberattacks on Europe and Germany. Institutional chang-
es have created a more flexible and sophisticated state-affiliated Chinese hacking scene.
Chinese hackers participate less in international forums, and now need to share vulnera-
bilities with China’s government before sharing them with other governments or the threat-
ened company.

China has a growing incentive for data theft and exfiltration as it increasingly sees itself

in conflict with the West and technology is one of the cornerstones of this conflict. IP theft

and persistent access by Chinese actors are already dangerous to Europe and Germany. In

addition to economic and technology espionage, Chinese threat actors also target critical Chinese threat
infrastructure, often simultaneously for espionage and long-term access for possible future actors also target
disruptions. China seems to be preparing for future disruptions; for instance, during a pos- critical

sible Taiwan conflict. infrastructure

Not all attacks originating from China can be attributed directly to its government. Howev-
er, many long-term Chinese threat actors have been identified as government sponsored.
In addition, Chinese attacks become more frequent and intense around visits and planned
mergers and acquisitions (M&A) activities of Chinese firms, further justifying their attribu-
tion to China’s government.

Chinese attacks are strategic with threat actors typically attacking for long-term access and
often targeting a smaller number of high-value targets. This makes these attacks less visi-
ble, while their use of edge devices like routers makes detection even more difficult.

Europe’s prosperity relies on maintaining an edge in technology. Recent cases of ransom-
ware in Europe and Germany show that cybersecurity needs to be improved. Securing the
most innovative firms against cyber espionage should be a high priority. Germany, with
its many companies with valuable IP, faces additional hurdles in this regard as its smaller
Mittelstand companies have fewer resources to spend on cybersecurity.”®

The activities of Chinese hackers in European networks are here to stay, and Europe should
be prepared to face this threat over the long term. These attackers often use the same tech-
nique for a variety of different targets in different countries over a long time. The recent
focus on preventing ransomware should be complemented by an equal focus on long-term
challenges. Because Chinese hackers try not to be detected and do not disrupt, they are
often underestimated in Europe.
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OPTIONS FOR ACTION

m European governments should define what constitutes strategic, critical, and im-
portant technology: China’s intellectual property theft through hacking is especially
harmful where it attacks foundational technology. Knowing what technology is most
critical to Europe’s prosperity allows governments and private business to better pri-
oritize resources. The EU has just defined a critical technology list, and cybersecurity
should be included in the risk assessment being taken out for these technologies.

m European government agencies should study the Chinese domestic hacking scene,
investment and capabilities: A good understanding of the Chinese hacking scene will
provide a good idea of threat actors’ likely targets, tactics, and priorities. This should
include tracking China’s aspirations and capabilities through the likes of cybersecurity
curricula in schools and job adverts.

m European governments need to better understand Chinese attack patterns and
prepare accordingly: Chinese threat actors support Chinese government visits and
M&A activities. Governments should ensure that cybersecurity is strengthened around
visits, and that companies are aware of the risks when considering M&A and other stra-
tegic partnerships with Chinese firms in strategic sectors.

m European governments, the EU, and NATO should identify likely hacking targets
by studying the priorities of China’s government: Chinese hacking follows govern-
ment priorities closely, so understanding these when it comes to technology can help
better define likely targets in Europe.

m European governments should provide additional training and resources to likely
or critical targets: Since their resources are limited, governments should provide addi-
tional training and resources to those targets that are most likely or most critical. This
includes infrastructure companies and companies that have foundational technology.

= Government and private actors in EU and NATO countries should share intelligence
on attacks: Chinese threat actors often use the same toolkit across multiple targets and
years, in different industries and countries. Sharing intelligence can help detect Chinese
intrusions earlier. Trust needs to be established for companies to be willing to share their
cybersecurity incidents. They need to be assured the government will not be using the
disclosed vulnerabilities in cyberattacks themselves.
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